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Introduction
Face recognition refers to a conventional method used in the identification or verification of the identity of an individual by particularly using their face. Face detection is an artificial intelligence-based computer technology that has since been implemented by various security agencies across the globe to help in determining the identity of unknown persons using their faces in digital images. Today face recognition technology has become more ubiquitous. Law enforcers have currently implemented the use of the technology in a bid to address issues associated with street crimes especially during routine policing (Ahmed et al., 2018). Police officers in various countries across the globe where the use of this technology is permitted have applied its use in bus parks, schools, traffic monitoring and even supermarkets. 
The use of facial recognition in China, the UK and Russia
With a vast network of surveillance cameras in China, the facial recognition technology in China logs almost every citizen in the country. Cameras are positioned in ideal positions in hotels, parks, tourism spots and mosques capturing facial details of people as young as nine years old. The Central bank of Russia has been engaged in a massive collection of faces, iris scans, fingerprints and voices as part of a scheme to developed an advanced artificial intelligence recognition system since 2017. Additionally, by the end of 2019, it is noted that Russia had planted a network of about 160, 000 face recognition surveillance cameras in a bid to enhance the country’s public security (Dearden, 2017). It is essential to note that the legal laws in Russia do not in any way regulate non-consensual face detection and analysis. 

Russia besides using face recognition technology in combating crime has begun using the technology to ensure that anyone placed under quarantine stays off the streets. In Moscow, 100, 000 surveillance cameras have been installed in the city and fitted with face recognition high-tech surveillance technology that recognizes the facial images of the individuals paced under quarantine from a database (Ahmed et al., 2018). Similarly, according to government officials, the technology has also proven to be essential in tracking individuals from virus hotspots locations. Globally, Moscow is one of the cities fitted with one of the largest facial recognition systems.  According to authorities, besides ensuring quarantine restrictions, the systems have been an essential representation of authoritarian technologies to combat crime.
The police in Russia are allowed real-time across all the cameras using a single image. Similarly, the AI technology scans the images appearing on the cameras and consequently compare them with those of the individuals on the watchlist. If a match is detected, the system alerts the police immediately. Similar to the operations in the UK, the system was originally designed to track criminals allowing the police to follow the movements of the suspects under their watch (Dearden, 2017). Russia and China are the only countries across the world with the expansive application of AI and face recognition systems even though other countries have begun small-scale trials which have also faced lots of criticisms.  According to the news posted in the Moscow Times, the Russian government planned to equip 43, 000 Russian schools with AI and facial recognition technology to ensure that the security of the students is enhanced through monitoring of their movements and identifying outsiders within the school premises. 


China has deployed high-tech face recognition 0technology in Hong Kong to quash the constants protests. The government uses Xinjiang to control and repress the Uighur community. In essence, China uses face recognition technology to control human behaviour. In China, cameras are set up at crosswalks. The local police use these images to identify criminals across the local cities. Chinese parks have also relied on AI face recognition technology to prevent people from taking too many toilet papers by scanning the faces of the people before dispensing the toilet rolls (Ng, 2021). While the technology in the US has continued to face criticisms in the US over racial bias, the developers in China however boast of high efficiency in identifying people of different ethnicities (Electronic Frontier Foundation, 2021).
In the UK, in the South of England, some supermarkets and stores have started using face recognition to scan shoppers coming into their stores (Wired, 2020). The Co-op franchise has been using the technology to reduce the incidences of shoplifting in the stores and reduce possible abuse on their staff. The public use of these systems and technology by the police have constantly been challenged in courts with verdicts terming it unlawful. In the stores still using the technology, the systems alert the management immediately an image of a person who has an adverse record of anti-social behaviour is scanned. The use of technology in the UK has been challenged with courts stating that its application presents a significant breach of human rights and data protection.  The courts noted that the implementation of the technology has no clear guidelines on where the technology can be used (The Gurdian, 2020). Similarly, there have been no proper legal safeguards to govern the use of the technology. 


In the UK, only a handful of police departments have been able to effectively implement face recognition technology beyond the trial stages. South Wales police, London Met police and Leicestershire police departments have are the only police departments to successfully operate the recognition systems. Even in the face of these criticisms, Britain intends to roll out a huge network of CCTV surveillance totalling about 420, 000 cameras to become the world’s monitored city after Beijing. Even though the use of face recognition is limited in the UK, some schools have implemented the systems in a bid to keep the students safe arguing that the systems would prevent potentially dangerous people from accessing the school grounds. However, critics are challenging the remaining limited application calling for its total ban. 
In the US, the use of facial recognition technology has been relatively private with very limited use by the public except for the state and federal law enforcers. In the US, the following groups have been authorized to use facial recognition technology. In the states of Texas, Florida and Illinois, the FBI uses the technology to scan through DMV databases of driver’s licenses. Similarly, in many airports, customs and border protection units, face recognition technology has proven to become an essential tool to screen passengers and travellers (DuPont, 2021). Lastly, in cities such as Baltimore, police have used the technology to identify and arrests people at protests. The use of this technology in the US unlike China is observably limited with a majority of states banning law enforcement from using this technology. 



Even though there exists no all-out ban in the US, Congress has been considering exploring this option. Many police departments across the nation believe that the use of the technology would help them in identifying and arresting criminals in high-profile cases. Additionally, the Department of Homeland security has also maintained that the use of the technology is critical in easing the screening of passengers and travellers at border points. In the US, schools such as Lockport City School District have implemented the use of facial recognition systems arguing that it can be used as essential crime-fighting technology to prevent mass shootings and sexual predation in schools. 
Criticisms of the technology 
The use of the technology in American schools has been greatly challenged with critics noting that the face recognition systems present a higher capability of falsely recognizing Americans of African and Asian origins. Also, based on a federal study, there was a higher rate of mistaken matches particularly among children consequently making the technology unsuitable to be used in schools. 
The social injustice associated with the face recognition systems
Over the past few years, there have been various debates concerning the negative implications of face recognition systems. There have been issues of biased detection and analysis of algorithms by the technology (Najibi, 2021). In countries such as China, the use of the technology has faced a backlash with opponents arguing that the government uses it as a tool of identifying the minority tribe of Uighur particularly for persecution.
 Similarly, the police have also been found to employ invasive surveillance on certain ethnic groups consequently resulting in racial bias. For instance, black communities have always targeted by technology for perceived engagement in drugs in the United States (Moltzau, 2021). 
Racial justice and civil rights advocates in the United States argue that the use of technology by the police could lead to increased abuse of human rights by the police besides the end of individual privacy. Observably, in the US, the technology has been blamed for systemic racism and may perpetuate the serious threat posed to people of colour. Evidence drawn from past research activities particularly by the federal government noted that the system presented very low efficiency while identifying the people of colour, ideally this meant increased arrests for innocent people.  
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